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What Is LocalRoot?

● A project to let you:
– Run recursive resolvers with pre-cached root data
– Eventually other data too
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Classic DNS Resolution: Request 1
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Classic DNS Resolution: Request 2

Clients ISP

root

DNS 
Infrastructure

orgcom

icannexample

www.icann.org?

www.icann.org?

www.icann.org?

w
w

w.icann.org?

Cache
● com
● example.com
● org
● icann.org

Resolver

http://www.icann.org/


  

Classic DNS Resolution: Request 3
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DNS Resolution With LocalRoot
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DNS Resolution With LocalRoot
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LocalRoot: Notifications on Change
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Why Use LocalRoot?

● Benefits
– “Psuedo-caching” of the root-data
– Removes the need to contact the root
– Faster DNS lookups for first TLD lookups
– Faster NXDOMAIN results
– Always up to date copy of the root

● Research project of your own?
– Trigger events after root-change notification?



  

LocalRoot Security

● The root data is DNSSEC signed
– You can get it from anywhere

● LocalRoot transfers data using TSIG security



  

Demo!



  



  



  



  



  



  



  



  



  



  



  



  

Real World Effects



  

Future Work

● More DNS zone sources
– Root-servers.net
– Arpa
– TLDs

● Other transfer mechanisms
● Variable-period update notifications

– (e.g. only on change)

● Monitoring and error reporting
– (are you sending DNS requests you shouldn’t be?)

...



  

Questions?

● Please try it and let me know what you think
– https://localroot.isi.edu/

● I would love feedback!
– How are you using it?
– If research-focused, what are you doing with it?
– What other features would you like to see?
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